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	 DIGITAL SIGNATURES POLICY



Our forms have been created and designed to allow our Clients to officially sign them using a Digital Signature.  We do not require our Clients to sign our forms digitally, rather, we accept digital signage as an option.  Our clients have the option of officially signing documents with a Handwritten Signature or a Digital Signature.  Prior to digitally signing a document, a Non Repudiation Agreement must be completed and sent to us.   NOTE:  The Forms Section of our website contains a sample Non Repudiation Agreement.
Definition  (Digital Signature)

A digital signature is a signature in digital form that can be used to authenticate the identity of the sender of a message or the signer of a document, and to ensure that the original content of the message or document that has been sent is unchanged. This is a concept called non-repudiation, or integrity protection. Technically speaking, a digital signature is an asymmetric key operation where the private key is used to digitally sign data and the public key is used to verify the signature.
Background

A certificate authority or certification authority (CA) is an entity that issues digital certificates. A digital certificate certifies the ownership of a public key by the named subject of the certificate.  This allows others (relying parties) to rely upon signatures or on assertions made by the private key that corresponds to the certified public key.  In this model of trust relationships, a CA is a trusted third party - trusted both by the subject (owner) of the certificate and by the party relying upon the certificate. Many public-key infrastructure (PKI) schemes feature CAs.

A CA issues digital certificates that contain a public key and the identity of the owner. The matching private key is not made available publicly, but kept secret by the end user who generated the key pair. The certificate is also a confirmation or validation by the CA that the public key contained in the certificate belongs to the person, organization, server or other entity noted in the certificate. A CA's obligation in such schemes is to verify an applicant's credentials, so that users and relying parties can trust the information in the CA's certificates. CAs uses a variety of standards and tests to do so. In essence, the certificate authority is responsible for saying "yes, this person is who they say they are, and we, the CA, certify that".

If the user trusts the CA and can verify the CA's signature, then (s)he can also assume that a certain public key does indeed belong to whoever is identified in the certificate.
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Approved List of CA Providers

If our Clients choose to officially sign our forms with a Digital Signature, we only accept digital signature certificates issued by any one of the CA providers listed below:
· Carillon Information Security
· Airbus Defense and Space
· DigiCert Inc
· Eid Passport
· Entrust
· Operational Research Consultants, Inc.
· Symantec
· Verizon Business
For more information about the aforementioned CA providers, please see the following website at:    http://www.idmanagement.gov/approved-piv-i-entities
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